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Secure solutions

in a new world of communication
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The world of secure communications

) Microsoft®
7 Exchange Server 2007

l D ‘ &%ﬁtce Outlook Webaccess

Microsoft®

Office SharePoint
Server2007

Remote Us y

SecureGUARD
Security Gateway

Webserver

Security on application level

Secure, rule-based remote access to company appli-
cations and documents for employees and partners.

» Central access point for all relevant applications

» Wide range of possible authentication mechanisms
(MicrosoftActive Directory, Radius, Lotus Directory)
which can be expanded using additional products
such as PointSharp ID

» Transparent single sign-on

» One-time password via SMS (Pointsharp ID) — no
separate tokens necessary

Free assignment of privileges according to the
following criteria:
» Per application / resource
» Per user / user group (using the data from the
Active Directory)
» Depending on type of connection and place of use
» Depending on end device and status (how up-to-
date the AV is etc.)
» Device endpoint security via client checking
regardless of the operating system used

Central, adaptable, personalized start portal for users

Perimeter security

» Edge firewall, stateful packet inspection

» Forward and reverse proxy with optional caching

» NEW: certified according to Common Criteria
EAL4+

» Highly scalable thanks to clusterability

Branch networking

Simple connection of branch offices using state-of-
the-art VPN technologies such as IPSec or L2TP.
Central management of the rules of the branches (fire-
wall, content, etc.)
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Content Security

Protection of company content on gateway level via
URL filters, virus filters, spam filters and much more.

» Easy, automated installation of software
packages from third-party manufacturers via the
SecureGUARD web interface.

» With IKARUS products, the URL filter configuration
is integrated into ISA administration, thus making
the latter much easier to do.

Cloud Computing

The secure use of distributed processes in the case of
cloud computing is only possible via flexible, adaptable
web application firewalls.

SSL-VPN allows mobile users, home workplaces, {
branches and connected companies to access the cor-

porate network via web browser technologies regard-

less of the platform used.

Sometimes only web browsing is possible in external _/
networks, so a conventional VPN connection into the /
internal company network is not possible. This problem

is solved by the SSL-VPN technology provided by IAG

2007.

Integration into the Microsoft infrastruc-

ture
Reduced administrative effort is guaranteed by the t\,
use of existing structures such as Active Directory, : .
thus allowing single sign-on etc.

et ©
» The use of the existing Microsoft infrastructure such Wi n d OWS Se rve r“

as Active Directory guarantees efficient interaction

» Flexible integration into Active Directory via LDAP Active Directory
support

» Central administration of privileges



The world is opening up —

Companies
,Changing all the time*

Companies are changing and networking more and more.
They are in close contact with their service providers and
suppliers as well as their worldwide locations via their
company network.

Working methods
~Flexibility is becoming more and more important*

The working methods of the employees are changing.
The latter are flexible and work in various offices, in
home offices and en route. More and more applica-
tions are being used as multi-network applications and
in group work.

Communication paths
»ohifting to the Internet”

The company networks and the communication paths
in the network are changing. The infrastructure is con-
solidating, and contact to service providers, branches
or mobile employees is shifting more and more to the
,cloud® of the Internet.

and security is changing

Unternehmenssicherheit
LAt the centre”

These new networks and the changes in user beha-
viour as well as the development of completely new
programs and program types require different and
more sophisticated measures for corporate security
than before. Just a few years back, there was only
one central transition point from the company network
to the Internet. Now every company has a variety of
ways to access the World Wide Web: at every compa-
ny location, for every mobile employee and for every
supplier. Each part of this cloud of access methods
and applications makes its own special demands on
the security of the content.

ISA Server 2006, IAG2007

~>ecurity solution®

The secure solution for modern networks in the Mi-
crosoft environment is called ,Security Gateways from
SecureGUARD" and is equipped with the tried and
tested security solutions from Microsoft: ISA Server
2006 and IAG 2007.
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SecureGUARD - simple, secure and flexible

VPN, SSL-VPN

,Secure remote access”

SecureGUARD offers companies all basic security
functions of the network infrastructure such as VPN,
SSL-VPN and Proxy as well as sophisticated content
security: applications and contents are checked and
can be blocked and logged. In this way, the solutions
do justice to the demands which will be made on mo-
dern communication infrastructures in the future.

Active Directory
,One-time authentication®

SecureGUARD systems communicate directly with
the Microsoft Active Directory and authenticate them-
selves centrally there — separate user administration
is unnecessary. Authorizations can be assigned in an
individual and highly granular way.

Outlook Web Access, SharePoint
.Web-based e-mail client and data access”

For the publication of Microsoft applications such as
Outlook Web Access and SharePoint, there are pre-
prepared profiles allowing the system to be taken
into operation rapidly and simply for the purposes of
secure access to these applications — regardless of
the companies and locations involved.

SecureGUARD web interface
.Remote verification of security solutions®

The current security status of devices can be accessed
regardless of the operating system used and access to
applications can be restricted in a finely graded way.

SecureGUARD Security Gateways
»A future-proof security solution®

The SecureGUARD Security Gateways equip compa-
nies for the future. This is done via a central, multi-
function security solution for decentralized communi-
cation on the highest possible security level — highly
integrated into modern Microsoft environments.

The world of secure communication -
SecureGUARD Appliance
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European Distributors

Internet Security AG
FreistadterstraRe 236

A-4040 Linz

tel: +43 (0) 7327571 68

email: sales@internet-security.ag
www.internet-security.at

Infinigate Osterreich

Simmeringer Hauptstrae 24 | |
A-1110 Wien

tel: +43 (1) 890 21 97 - 158

email: info@infinigate.at
www.infinigate.at

Infinigate AG

Keltenring 7

D-82041 Oberhaching/Munchen
tel: +49 (0) 89 89048 - 0

email: info@infinigate.de
www.infinigate.de

TLK Distributions GmbH

BalanstralBe 55 &
D-81541 Miinchen

tel: +49 (0) 89 45011 - 0
email: vertrieb@tlk.de
www.tlk.de

Infinigate (Schweiz) AG
Grundstrasse 14
CH-6343 Rotkreuz

tel: +41 (0) 41 79969-69
email: info@infinigate.ch
www.infinigate.ch

EthiQ Distribution

Moulin de Mocsouris
F-91640 Briis-sous-Forges
tel: +33 (0) 975 400 607
email: eh@ethig.net

ISCG Sp. zo.0.

Al. Jerozolimskie 174
PL-02-486 Warszawa
tel: +48 (0) 22 571 67 80
email: info@iscg.pl
www.iscg.pl

Omnis Systems

Via Brigata Reggio, 32
1-42100 Reggio Emilia
tel: +39 (0) 522 1710285

email: paolo@omnis-systems.com

www.omnis-systems.com

Boxmarket

Av. José Malhoa n°13, 8° andar
P-1070-157 Lisboa

tel: +351 (0) 21 7203009

email: lino.pereira@boxmarket.pt
www.boxmarket.pt

All available products at www.secureguard.at

Exclusive Networks bv
Schootense Dreef 9a
NL-5708 HZ Helmond

tel: +31 (0) 492 593 090
sales@exclusive-networks.nl
www.exclusive-networks.nl

PointSharp AB
Sandhamnsgatan 48

S-115 28 Stockholm

tel: +46 (0) 8 562 989 - 00
EMail: info@pointsharp.com
email.pointsharp.com
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Salesinfo
sales@secureguard.de
www.secureguard.de
Infohotline:

+49 (0) 89 570 880 25

—
-

Salesinfo
office@secureguard.at
www.secureguard.at
Infohotline:

+43 (0) 732 60 14 40
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Microsoft

GOLD CERTIFIED
Partner
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